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ABSTRACT. India Meteorological Department (IMD) has planned to increase the radar coverage in the Indian
sub-continent by commissioning new radar stations. The raw data are sent from the radar stations to the central server at
New Delhi through site to site VPN which requires VPN router hardware in the radar station. The communication
technology is continuing to make rapid progress in security and speed which requires constant up gradation of the VPN
hardware in the radar stations. Mobile technology has made rapid strides in speed and reliability which opens a possibility
of reduced maintenance and up gradation costs compared to wired communication. In remote stations and hilly regions,
laying of cables for VPN connection is capital intensive and prone to failures which leads to maintenance costs and
downtime. In such cases of cable failure the data transfer is made by mobile broadband modem through public internet
which is not as secured as VPN. Though site to site VPN is essential in message switching stations, it may not be
necessary in radar stations where single point upload and download of data takes place. Remote access VPN offer
secured, reliable data transfer from single point to central server without using any additional VPN hardware. Remote
access VPN client side software creates a VPN tunnel to the Network Access server located in New Delhi through
existing internet infrastructure and data transfer happens in a secured manner. When the internet service provider
upgrades their communication infrastructure there is no hardware dependencies in the radar stations and data can be send
through upgraded internet infrastructure. In Remote radar stations where communication is through mobile broadband
modem, the data can be send in a secured VPN tunnel by remote access VPN. This paper discusses the advantages of
remote access VPN over site to site VPN and explores the possibility of hybrid communication network in the radar
stations.
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1. Introduction

Information System and Services Division (ISSD) of
India Meteorological Department (IMD) acts as Regional
Telecommunication Hub (RTH) in Global perspective and
as National Meteorological Telecommunication Centre
(NMTC) for national data exchange. The new RTH has
file switching capability through FTP (Satellite, RADAR
and NWP model), automatic conversion of the received
SYNOP and upper air messages to BUFR and their
transmission on GTS. The circuits link New Delhi
(Palam), Mumbai, Kolkata, Chennai and Guwahati
Airport networks with the NMTC New Delhi at high
speed through VPN (Virtual Private Network of BSNL).
Such VPN facility has been extended to almost all RMCs,
MCs, DWRs and other important stations throughout the
country as a replacement of T/P links & other high-speed
links and it has become the main national network for data
exchange within the country.

A virtual private network (VPN) is a technology that
creates an encrypted connection over a less secure
network. The benefit of using a VPN is that it ensures the
appropriate level of security to the connected systems
when the underlying network infrastructure alone cannot
provide it. The most common types of VPNs are remote-
access VPNs and site-to-site VPNSs.

Doppler Weather Radars are used to detect process,
distribute and display meteorological data over a large
area. Doppler technology opened new trends in the field
of the radar meteorology and increased the performance of
weather radars significantly. Radar data in addition to the
now-casting abilities also plays a significant role during
Cyclones for tracking and analysis.

2. Overview of existing virtual private network

Virtual private network has different configurations
based on the usage. The most common among them are
the site to site VPN and remote access VPN. With both
the remote access and site-to-site connections, VPNs
enable an organization to replace the need for long
distance dial-up or leased lines which are cost intensive
both in capital and maintenance.

In asite-to-site VPN, hosts do not have any
software in the client side; they send and receive
normal TCP/IP traffic through a VPN gateway. The VPN
gateway is responsible for encapsulating and encrypting
outbound traffic, sending it through a VPN tunnel over the
Internet, to a peer VPN gateway at the target site. Upon
receipt, the peer VPN gateway strips the headers, decrypts
the content and relays the packet towards the target
host inside its private network. The most common secure
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Fig. 1. VPN header format

tunneling protocol used in site-to-site VPN is the IPSec.
IPSec standard provides a method to manage
authentication and data protection. Another site-to-site
VPN protocol is Multi-Protocol Label Switching (MPLS),
although MPLS does not provide encryption, it provides
reliable and efficient routing. For site-to-site VPN we
need a router in central server as well as in destination
station to do routing configuration. Each router has
definite characteristics of speed it can support, the number
of ports and the kind of physical network it can support

(Fig. 1).

At present, all DWR stations along with Telecom
Division of IMD, New Delhi have been connected by an
IP VPN network. At each VPN access point / location, a
modem connects to the VPN network provider. Modem is
connected with router which acts as a bridge between the
VPN network and the local LAN. The router is connected
with switch which connects the DWR servers among
themselves as well as with the router. Since data from all
the DWR stations will come to Telecom Division, New
Delhi, so the Telecom Division, New Delhi is connected
to VPN network with a higher bandwidth, 8 Mbps link.
VPN also facilitates the interconnectivity between two
radar stations as all are connected in the same network.
The data from the Radar server is encapsulated, encrypted
in the router in the radar station. This data is send through
the communication infrastructure of the VPN service
provider through modem and is received at the router in
the central server at New Delhi. At the central server, the
data is decrypted and sent to the respective destination
address (Fig. 2).

The Router maintenance comes under the purview of
IMD and its up gradation is required when the VPN
service provider has switched to an advanced
communication  Infrastructure. The communication
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Fig. 2. Site to site VPN presently used in IMD

infrastructure is rapidly improving from broadband
Ethernet to fiber optic cables. In case of situations wherein
a redundant network is necessary which will be useful in
the times of disaster and bad weather, a complete router
setup with a different VPN network provider is necessary.
Site to site VPN is also restricted when we use mobile
broadband modem. This paper discuss the configuration
of remote access VPN which removes the dependency of
router hardware at the client side and also provides
flexibility with the network service providers.

3.  Remote access VPN

Remote Access VPN also provide a secure and
encrypted connection between the organization network
(IMD Network in the central server) to the remote
machine which is present in the radar station for
transmitting the Radar Data. This is done by creating an
encrypted IPSec Tunnel through the Internet connection
provided by the service provider (technet.microsoft.com).
This connection consists of a VPN client in the
workstation at the radar station and a VPN gateway in the
central server at New Delhi. The VPN client initiates the
IPSec tunnel from the workstation in the radar site to the
VPN gateway at the central server in New Delhi.

The data from the radar server can be transferred to
the workstation where the VPN client is present
through File Transfer protocol (FTP) by the local LAN
network and once the data reaches the workstation, it can
be transferred to the central server in a secured way
through the VPN. The VPN client initiates the tunnel
and is independent of the Internet service provider, it uses
only the communication Infrastructure of the service
provider whereas the encryption is done by the remote
access VPN client software which is present in the
workstation, This is different to the site to site VPN where
the encryption and encapsulation is done by a VPN router
at the client side. A username and password is provided to
the Radar station VPN client to access the VPN gateway
in the central server. This username and password
is configured in the VPN gateway in the central server for
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Fig. 3. Present set up of VPN connected to Radar stations

Authentication (scl.checkpoint.com: 85469) this prevents
unauthorized login to the central server.

The tunnel is created by Internet key exchange
(IKE). The data through the VPN tunnel are made secure
by encryption from the sender side and decryption in the
receiver side, for this to happen both should agree on a
common key for the encryption. An IKE negotiation takes
place between the VPN client in the radar station and the
security gateway in the central server. During the process
of negotiation the authentication of the peers are verified.
The security gateway verifies the identity of the client in
the radar station and the client verifies the identity of the
security gateway (scl.checkpoint.com: 85469). IKE
establishes the VPN tunnel by authenticating on either
sides and to agree upon the method of encryption and
integrity. After the IKE negotiation a Security association
(SA) is created. Upon completion of the SA successfully a
secured connection is established between the client and
the security gateway and all data inside this VPN tunnel is
encrypted as per the IPSec Standard. Negotiation and
agreement of keys and method of encryption are done in
a secured way by having two phases of IKE
(sc1.checkpoint.com : 73680).

The keys and encryption agreed in the first phase of
IKE will be used to transfer information in the next phase
of IKE. Diffie hellman Key exchange method where the
peers can independently create a shared secret is used to
generate the keys in the first phase of IKE
(scl.checkpoint.com : 73680) The outcome of first phase
of IKE is IKE SA which is an agreement of keys and
method of encryption for the second phase of IKE. In the
second phase of IKE, the encryption and keys which will
be used for the actual data transfer through IPSec
is negotiated between the client and the gateway, this
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TABLE1

Technical comparison of site to site VPN vs. Remote access VPN

Site to site VPN Remote access VPN

Does not require any client Requires Client Software
software

VPN Router is required in the VPN Router is not required
client side

All systems in the client side can Only the system which is
be connected to the VPN provided with remote client can
be connected

Encryption is done by the VPN Encryption is done by the remote
Router access client

Username and password is not Username and password is
required for connecting to central required
server

Requires a dedicated service Can be connected through any
provider for VPN communication service provider

Connection is through a dedicated Connection is through public
VPN channel Internet

Common protocols used are Common Protocols used are
GRE,MPLS VPN, IPSec PPTP,L2TP, IPsec and SSL VPN

Central  server can
connect to the remote site

directly Central server cannot directly
connect to the remote site

Connection is initiated and
terminated by the remote client

Connection is always present

agreement is encrypted by the IKE SA which is created in
the first phase. The Key material transferred between the
peers in second phase is used for creating an IPsec SA
which is an agreement of keys and encryption to be used
during IPSec data transfer. By having a two phase
encryption, the keys and encryption method used for data
transfer in the VPN tunnel is secured.

The security gateway has the ability to set access
control and policies for different users and groups. These
policies are set of rules which define how a client can
access to the network through security gateway. The
access for a client in radar station can be restricted to the
central server machine where the raw data and gif images
can be uploaded. This makes it more secure that the client
cannot access any another machine in the private network
except for which it is expected to connect. Additionally,
protocol specific access can be provided in the security
gateway like File Transfer protocol for transferring files.

4. Case study

The radar station located in the Kailasagiri Hill,
Visakhapatnam can be taken for a case study. There isa
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Fig. 4. Flow chart for implementing remote access VPN

service provider exchange on top of the Hill which is
connected to another exchange at the base of the hill
through underground cables. The connection provided to
the radar station is Fiber to the Home (FTTH) where an
optical fiber runs from the service provider exchange on
top of the hill to the radar station through an overhead
cable. A modem is present in the radar station which has
an optical fiber at one end and Ethernet ports at the other.
The FTTH connection has two points of failure; it could
be the overhead cable between exchange at hill top and
radar station or underground cables from exchange at base
to the exchange at hill top. In case of failure the
restoration time is long due to the fact that it is a hilly
region and heavy manual work involved. In order to have
a backup communication a mobile modem is used
whenever the FTTH fails. This mobile modem is used
during cyclones and bad weather situations to prevent loss
of data transfer to the central server. The mobile modem
is wire less and less affected by failures. When using the
mobile broadband the data can be sent only through public
Internet and not through a secured VPN connection. If a
remote access VPN is used the data can be transferred
securely through the mobile broadband connection. In
Kailasagiri Radar station a Hybrid model can be used
where a site to site VPN can be setup through FTTH and a
remote access VPN through Mobile broadband
connection.

5. Conclusions

Though Site to site VPN provides a secure
connection between the central server and the LAN
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Fig. 5. Proposed hybrid set up for radar station.

network in the radar station, It has dependencies upon the
Router hardware in the Radar station which needs to be
upgraded every time the speed of the link has to be
increased; the VPN connectivity is dependent on the
service provider. Usually the Radar stations are connected
with only service provider and in case of the failure of
services by the service provider the communication is
disconnected. It is not possible to use a backup Mobile
modem to connect to the internet as site to site VPN. Site
to site VPN is of very much use in Regional
Meteorological Centre (RMC), Meteorological Centre
(MC) and Aviation Meteorological offices where many
systems are connected to the central server for uploading
and downloading data and it is required that the LAN
network of the office needs to be connected to the central
server. In radar stations co-located with the RMC and MC,
the server of the radar is also present in the LAN network
and data transfer can happen through the site to site VPN.
But most of the existing radars and proposed ones are
situated independently in remote locations where
communication still remains a challenge. Radar stations
having the need of only a single point option of uploading
and downloading the radar data also offers an opportunity
to explore Remote access VPN which in turn can be used
in mobile modems. Mobile communication speeds have
increased steadily and it can be used to send the radar data
in a secured manner through remote access VPN. The
complete change over from site to site VPN to remote
access VPN maybe not be a good solution as significant
investments have been involved in the setting up of site to
sitt VPN routers and installation. The current
communication system can be modified to a hybrid model

where site to site VPN is used as a primary
communication with one service provider and remote
access VPN as secondary communication with another
service provider. This creates a backup communication
system in radar stations and also an opportunity for a long
time study of reliability, limitations and effectiveness of
remote access VPN in radar stations. In proposed radar
stations which may be located in remote areas, there could
be delays in the setting up the wired communication
infrastructure and VPN connectivity. Here remote access
VPN can be used as primary communication till the wired
communication infrastructure is setup as the process for
acquiring a mobile modem and client software installation
is much easier. In future, on assessing the performance
of remote access VPN and increased coverage of
mobile communication, the primary and secondary
communication at radar can be made by mobile modems
with different service providers. Remote access VPN also
has limitations as it provides connectivity only from a
single system to the central gateway. A complete LAN
network cannot be connected to the central server using a
single remote access VPN connection. Usage of mobile
communication is dependent on the signal coverage by the
respective service providers. In the current scenario, the
best option would be to use a hybrid model of both site-
to- site and remote access VPN in parallel which utilizes
the features of both the configuration and also provides
redundancy.
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